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Abstract

Cyber-criminal groups are known for their innovative multi-
staged attacks. Their attacks are focused on the core banking
systems, the trading platforms and the ATMs. This paper
outlines the applications of artificial intelligence to model a
strategic intelligence framework for the identification and
mitigation of these attacks deployed in the area of
cybersecurity. The intelligence system integrates data collected
from the underground community tracking, the unethical
hacking databases and a relationship detection engine for
adaptation to human intelligence sources. For data intelligence
sources, it integrates the compromised data searches, the
extraction engines, the phishing kit extraction and the internet
fingerprinting. The objective is to assemble a comprehensive
strategic threat intelligence system that provides answers to the
ever-evolving cyber-attacks targeted at the banking systems.
The threat intelligence model strategically adapts relevant data
to estimate the risks, prioritize the threats and prepare for the
new threats, providing critical information that is tailored,
analytical and verified to the organization.
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I. Introduction

A cyber or digital threat is defined as any action carried out by
an agent to harm, compromise or mislead a target [1]. The agent
alone can carry out this action, or it’s tactics, techniques, and
procedures (TTPs) based on certain known weaknesses of the
target. Threat intelligence, on the other hand, is information
obtained on the existing or emerging threats to the assets of a
target entity based on evidence, including context, indicators,
implications and mechanisms of the malicious adversary [2].
This intelligence provides knowledge to understand and make
informed decisions on how to mitigate the said threat.
Automated threat intelligence (TI) is action-oriented and
timely. In the last 10 years, the competence and motive of
digital risks in banking sectors have undergone dramatic
changes, from micro-scale breaches to major attempts to fully
compromise the organization’s system of payment and network
[3]. Whiles previous threats took advantage of weak target
defenses and its existing vulnerabilities, today, hacking
resources are easily sourced and attackers providing these
services have become organized mercenary groups that develop
their exploitation tools [3]. Hence the need for cyber threat
intelligence solutions to adopt strategic, and advance detection
response models, to meet the cybersecurity needs of today.
Currently, there are 4 types of threat intelligence modelling;
strategic, tactical, operational, and technical TI [4]. These are

396

classified based on initial intelligence requirements, data
sources, and how the target audience/organization will deploy
the information provided by the threat intelligence analyst. This
paper puts together a comprehensive threat intelligence model
driven by artificial intelligence and machine learning
applications to provide strategic solutions for the emerging
cyber threats in banking systems [5]. With the emphasis on
central and commercial banking systems in Asian and West
African countries where study shows, cybercrime groups find
more vulnerabilities to exploit in these regions. This situation
becomes even direr during the Covid19 pandemic resurgence.

Geolocations of Payment System Attacks, 2016-2018
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Figure 1. Geographic information showing countries where
Payment System attacks are predominant, 2016- 2018 [3]
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Figure 2. Working cycle for a threat intelligence framework

11. Overview of Strategic Threat Intelligence
Throughout this paper, strategic intelligence is abbreviated as
STI. An STI module lays down a general review of the cyber
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threat topology in an establishment to advise high-level policies
made by executives and key decision-makers [1][7] [8-9]. This
information is used to direct cybersecurity investments. The
following are features of a good STI model.

e Tailored with specifications to the security needs of
the target organization.

e Analytically adapt data sources relevant to that sector.

e \Verified, i.e., tested and demonstrated to operate as

required.

1.1 Types of targeted attacks

Examining the evolution of banking and payment system
cyber-attacks, the current attacks are classified as sophisticated
targeted cyber-attacks staged with the intent of financial gain.
In recent years, cybercriminal groups have grown smarter to
scale up their activities and avoid threat detection with the use
of multi-staged threats ranging from Denial of Service (DoS)
attacks to

e www attacks

e Structured Query Language (SQL) Injections

e  Stealth scanning techniques

e Coordinated distributed denial of service (DDoS)
attacks

e Botnets attacks

e Mobile malware attacks [8]

Critical Banking assets at risk of cyber-attacks:

e Customer account records and payment card details
e Retail banking and Point of Sale (POS) platforms.
e Bank to customer communication medium such as the

e-mailing system.

Third-party vendor operations
Customer Confidence in the banking brand

Attackers exploit the following vulnerabilities:

e Insecure Code and Applications
Toxic Combinations/Over Entitlements
Client-Side Software Vulnerabilities
Unauthorized Privileged User Access
Unencrypted Data
Improper Configuration Management
Network and  Operating  System
Vulnerabilities [8]
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Figure 3. Categories of Tl and how they are applied [4]

I11. Framework of Strategic Threat Intelligence model
The strategic intelligence framework uses a 2-tier intelligence
processing architecture shown in Fig. 4 [7].
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Figure 4. The architecture of the 2-tier intelligence Processing core
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The intelligence process answers the why, what, when, where
and how(5Ws) of TI to establish the best approaches that can
utilize the T1 capabilities [9][13] The critical phases of a threat
intelligence cycle shown in Fig. 2 is implemented in the
framework using Natural Language Processing (NLP) and
Machine Learning techniques to drive the automation of the
intelligence process.

[11.1 Direction and Planning

This is the first phase where significant interactions are
established between the team of TI analysts and the customer
to determine intelligence requirements and priority
requirements to most efficiently serve the needs of the
customer. From the specified requirements, data and
information sources required for the threat intelligence process
will be collected. The output at the end of this phase is usually
embedded in an intelligence collection plan (ICP). An
important guide in this phase is understanding the objectives of
the consumer who will utilize the finished product [2] Is the
product going to be used by specialized security analysts who
require a quick review on a new threat action, or by a board of
directors who need a comprehensive understanding of
emerging cyber-attack trends to guide investment decisions
related to cybersecurity? This latter objective is what is
considered for the framework of a strategic threat intelligence
program.

[11.11 Collection

Banking systems generally acquire raw data from a wide range
of sources for the collection phase. Data from: the finance
industry, third-party vendors, phishing sites and sources,
remote points of the organization’s internal network, the global
cyberspace and attack forums. The important factor at this stage
is understanding the assets of the organization that are at risk of
a cyber-attack to determine which data sources are relevant for
collection into the intelligence process. The collected data is
fed into both tier 1 and tier 2 shown in the framework in Figure
4 usually as files containing the indicators of compromise
(1oCs), such as hostile IP addresses and domains, file hashes,
and network vulnerabilities such as detectable personal details
of customers, raw codes and materials from internet websites,
published reports or interactive online platforms.

LI Analysis

Immediately after all the relevant raw data has been gathered,
sorting and organization using metadata tags (data tagging) are
done to clean and refine the data sets, sieving out unessential
details. Natural Language Processing (NLP) and machine
learning techniques are used in this phase to analyze materials
from a myriad of unorganized data sources over various
programming languages to categorize them using ontologies
and actions, independent of language to equip analysts to
execute more robust and intelligent searches beyond simple key
phrases and tags using rules of correlation. The feedback loop
enables the threat intelligence process to become dynamic
rather than static by using feedback from analysts and other
stakeholders to add context and re-evaluate the ingested data
sourced both internally and externally. This improves the
categorization along with the scoring of techniques used in the
intelligence framework. In Tier 1 the feedback loop re-
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evaluates the characteristic value of the ingested information in
terms of quality, i.e., the features within the datasets that make
it suitable for the intelligence process. The feedback loop in
Tier 2, however, re-evaluates data based on relevancy to
measure how connected or related the data collection is to the
intended intelligence solution

I11.1V Dissemination

What methods will be used to distribute and communicate the
finished product to the target user? For Tl to be practically
useful, it has to reach the intended consumer on time. And
should be trackable to ensure the continuity of one intelligence
cycle to the next. The finished product should be
communicated to the target customer in a common language
using meaningful and understandable words. The framework in
Fig. 4 shows different alerting methods used in tier 1 and tier 2
because of the different response time and feedback analysis in
each. Tier 1 is programmed to distribute alerts to the target
organization within 1- 3 mins after data collection and hence is
a faster distribution method as compared to tier 2 which takes
a response time of 10- 30 mins after data collection to notify
the target [7]. The end product of the threat intelligence cycle
should give a full report on compromised user credentials and
corporate data, warning signs of breaches in the corporate
network or threat actors targeting corporate organization and
clients, detection of new malware, changes in attack
methodology and tactics of threat actors and discussion of
exploits and vulnerabilities of the banking system are gathered
and fed into the intelligent process.

I11.V Review

The review phase is constantly incorporated in each of the
other phases and drives the working process of each phase in
the TI cycle, to ensure easy authentication and sustainability
of the framework.

V. Conclusion

Relevant Studies shows that cyber-attacks in the financial
industry is not diminishing. If anything, the opposite is
demonstrated in recent cases: more cybercriminal
communities are committed to finding advanced schemes to
exploit banks and their clients. This raises a challenge to
central and commercial banking organizations looking for
cyber solutions to find dynamic and effectively automated
threat intelligence modules that are strategically adapted to
combat these increasing attacks. Though most of these
launched attacks have been targeted at establishments situated
in Latin America, Asia and Africa, attack groups are
continually expanding their abilities. Major banks that are
well-protected cannot afford to become complacent in
thinking they do not stand the risk of attack as research studies
on threat intelligence provide network defense lessons for
everyone, to be a step ahead of the next attack.
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