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Abstract: 

In today's world, technological development in the digital 
world has led to a huge increase in the popularity of digital 
images in all our lives. Manipulation of digital images has 
become an easy task nowadays due to the wide availability of 
various image editing software such as Adobe Photoshop, 
GIMP, PaintShop, etc. The image forgery tasks can be carried 
out in different ways such as image retouching, copy-move 
forgery, and image splicing. The research on image forgery 
detection is mainly focused on two approaches: active 
methods and passive methods. In this paper, we give an 
overview of various image forgeries with interesting 
examples, the common way to detect the image forgery, and 
the key challenges during image forgery detection. 

Keywords- Copy-move forgery, discrete cosine transform,   
image splicing, fake image, image forgery. 

 

I. INTRODUCTION 

The advancement in communication technology and the cheap 
availability of handheld devices such as tablets and mobile 
phones led to the sharing of a large amount of multimedia 
data. Images are one of the most commonly shared 
information by various means. There are lots of image editing 
software such as Adobe Photoshop, GIMP, etc. are available 
which help us to edit the images very easily. The images can 
be easily altered using the image editing software and the 
process of altering the meaning of an image by modifying the 
contents in the image is called image forgery [1, 2]. The 
image forgery can be classified into three: 

1. Image retouching 

2. Copy-move forgery (cloning) 

3. Image splicing 

Image retouching: This is treated as a less harmful image 
forgery in which some of the properties of the images to 
improve the quality. Generally, image retouching is used for 
editing the cover pages of magazines and for editing personal 
photos [1,2 ]. In general, the operations such as histogram 
equalization, brightness enhancement, etc. are performing as 
part of the image retouching operation. The kind of patchwork 
that we used to do on the old photos is also treated as image 

retouching. An example for image retouching is given  
in Fig. 1. 

  

(a) Original image (b) After image retouching 

Fig 1. Example for image retouching 
 

Copy-move forgery: This is one of the most common types 
of image forgery in which some of the regions from an image 
will be copied and pasted in the same image to show the 
duplicated information or to hide some crucial information in 
the image [3-5]. A few examples of copy-move forgery are 
given in Fig. 2. Fig. 2(a) and Fig. 2(c) are the original images 
and Fig. 2(b) and Fig. 2(d) are generated through copy-move 
forgery.  

  
(a) Original image (b) After copy-move forgery 

  
(c) Original image (d) After copy-move forgery 

Fig. 2. Examples for copy-move forgery 
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Another well-known example of copy-move image forgery 
detection is given in Fig. 3. This image is widely circulated 
and discussed in 2008 and it known as Iranian Missile case. 
The details of this image is available in the website [6]. Once 
this image is widely circulated The image given in Fig. 3 is 
basically a doctored image and the original image is given in 
Fig. 4.  

 
Fig.  3. Doctored image 

 
Fig.  4. Original image 

Image splicing: Image splicing is a process of merging the 
features of two or more images to create a forged image with 
a different meaning [3-5]. One of the well-known examples of 
image splicing is given in Fig. 3 in which a shark is trying to 
attack the man on the ladder. This image was widely 
distributed in 2001 through email, but later it is identified as a 
forged image. The source images that are used to create a fake 
image is also given. It may be noted that the source images 
were captured by two different photographers.  

 

   
(a) Original copter image (b) Original shark image (c) Forged image through 

image splicing 

Fig. 5. Example for image splicing 

 

Forged image creation and its wide distribution through 
various social media are very common nowadays to generate 
false evidence or to spoil the reputation of a person or 
company.  The political parties are also started using the 
forged image to spoil the reputation of the opposition party or 
to create some fake reputation in the public. One of the recent 
spread images is given in Fig.4 in which the center of 
attraction is Russian President Vladimir Putin, but later it is 
declared as a fake image. Someone pasted Putin's image on an 
empty seat to create a fake image. The original image and 
fake image is given in Fig. 4. 

 

  
(a) Fake image (b) Original image 

Fig. 6. Fake image example spread in social media 

 

II. METHODS FOR FORGERY DETECTION 

The whole discussion given in this section tells us the 
different ways the image forgery affects our social life. Digital 
image forgery detection is an active area of research in which 
we will try to identify whether a given image is forged or not. 
The next level of the image forgery is identifying the region 
that is forged. There are two approaches for image forgery 
detection: 

 Active approach: In this, unique information called 
watermark will be embedded into the original image 
before uploading the image to some social 
networking sites [7-8]. Further, whenever the image 
owner wants to authenticate an image, the watermark 
can be extracted from the image for authentication 
purposes. If the embedded watermark is matching 
with the extracted watermark which indicates that 
there is no image forgery happened in the image.  

 Passive approach: In a passive approach, we will not 
have any prior information about the image. Without 
any kind of prior information, we have to detect the 
image forgery. This is one of the most studied 
domains in the area of image forgery detection [9, 
10].  
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In this research, we have focused on copy-move forgery 
detection using a passive approach. There are many 
algorithms are available in the literature which will take an 
image as the input and will detect the copy-moved region. The 
algorithms for copy-move forgery (under passive approach) 
can be classified into three categories: 

1. Block-based approach  

2. Keypoint-based approach 

3. Hybrid approach 

In this research, we have focused on copy-move forgery 
detection using a passive approach. There are many 
algorithms are available in the literature which will take an 
image as the input and will detect the copy-moved region. The 
algorithms for copy-move forgery (under passive approach) 
can be classified into three categories: 

 Block-based approach: The input image will be divided 
into overlapping blocks of size BxB and all the pairs 
blocks will be compared by considering the pixel value 
as it or by extracting the features from the blocks. The 
block-based approach gives good detection accuracy if 
the copy-moved doesn't undergo any rotating or scaling 
operation [11-13].  

 Keypoint-based approach: The keypoints and the 
corresponding feature vectors will be extracted from 
the image, and all the pairs of the keypoint feature 
vectors will be compared to find the matching regions. 
The keypoint-based approach can detect the copy-
moved region even though if it has undergone some 
rotation or scaling. There are many keypoint detection 
techniques such as scale-invariant feature transform 
(SIFT), speeded-up robust features (SURF), etc. which 
will help extract the feature points for region matching 
[14-16].  

 Hybrid approach: The hybrid approaches are 
introduced to make use of the advantages of both the 
block-based approach and keypoint-based copy-move 
forgery detection [17]. 

Block-based approaches are widely studied for many years 
and still, researchers are working in the area to design new 
copy-move forgery detection schemes. The basic steps in a 
copy-move forgery detection scheme are given below: 

Step 1: : Divide the image into small overlapping blocks 
of size B×B pixels 

Step 2 : Compute the features from all the overlapping 
blocks 

Step 3 : Compare all the pair of feature vectors and 
whenever two blocks are matching mark it 
(binary matrix having the same size of the 
original image) as copy moved region. 

Step 4 : Apply some morphological operations or 
filtering to remove the false-positive results 
(some small regions that are not copy-moved 
but detected as copy-moved), 

Step 5 : Return the resultant binary matrix in which the 

copy-moved region will be marked with 1 and 
the remaining regions will be marked as 0. 

   
A sample input image and  expected output from a copy-move 
forgery detection system is given in Fig. 5. 

 
Fig. 7. Overview of copy-move forgery detection scheme 

The major challenges in a copy-move image forgery detection 
scheme using block-based approaches are listed below: 

 If the image size is R×C and if we use a block size BB, 
then there will be (R-B+1) (C-B+1) number of blocks. 
While doing a brute force approach on all the blocks 
then it requires a very huge amount of computation. Let 
us assume that there N overlapping blocks in the image, 
then [N×(N-1)]/2 number of the block comparison is 
required. The complexity of these operations can be 
easily analyzed on an image of size 512×512 pixels. 
Let us assume that we have used a block size of 8x8 
pixels. In such a case, there will be 255025 number of 
overlapping blocks in the image. If we consider all 
pairs blocks then 32,51,90,02,825 number of pairs 
should be get compared. This is a very huge 
computation overhead. 

 As mentioned earlier, if the copy-moved region has 
undergone some rotation or scaling then the block-
based detection technique may not find the forged 
regions. 

 The size of the blocks that we suppose to use can not be 
predefined, it can be decided empirically. A small 
block-size may provide better results but it will 
increase the computational overhead. 

The exhaustive comparison of all pairs of image blocks taking 
extensive time even for small images. To reduce the number 
of comparisons, the feature vectors extracted from the blocks 
can be sorted using lexicographic sorting techniques. Such 
sorting will bring similar features together and the 
computation of distance can be restricted to the blocks that are 
coming together. For example, the first feature vector need not 
be compared to all the remaining blocks, instead of that a set 
of feature vectors that are coming close to that can be 
compared. This approach is briefed given below: 
 

Step 1: : Divide the image into small overlapping blocks 
of size B×B pixels 

Step 2 : Compute the features from all the overlapping 
blocks 

Step 3  Sort all the feature vectors (lexicographic)  
Step 4 : Compare all the pair of feature vectors from a 
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group of feature vectors that are coming 
together. Whenever two blocks are matching 
mark it (binary matrix having the same size of 
the original image) as copy moved region. 

Step 5 : Apply some morphological operations or 
filtering to remove the false-positive results 
(some small regions that are not copy-moved but 
detected as copy-moved), 

Step 6 : Return the resultant binary matrix in which the 
copy-moved region will be marked with 1 and 
the remaining regions will be marked as 0. 

There are a number of feature extraction techniques are 
utilized in the literature for copy-move forgery detection. A 
few of them are very briefly discussed in this section. 

1. Discrete cosine transform (DCT) 

2. Local binary pattern (LBP) 

3. Histogram of gradients (HoG) 

4. Histogram of orientated Gabor magnitude 

5. Discrete wavelet transform (DWT) 

6. Curvelet transform 

The Euclidean distance is the most common distance metric 
used to compare the similarity S between two feature vectors. 
The Euclidean distance between two feature vectors A and B 
of size N is given below: 





N

K
KK BAS

1

2)(  (1) 

  

III. DATASET FOR THE STUDY 

One of the well-known copy-move image forgery dataset is 
available [18]. The dataset consists of a copy-move forged 
image and a binary mask. As we discussed earlier from a 
copy-move image forgery detection scheme we will get a 
binary image. The result obtained from the copy-move forgery 
detection scheme should be compared with the binary mask 
available in the dataset to compute the following measures: 

 Accuracy 
 Precision 
 Recall 

The three parameters mentioned above is defined based on 
TP, TN, FP and FN are given below: 

 TP: The number of forged  pixels detected as forged 
pixels 

 TN: The number of non-forged pixels detected as 
non-forged. 

 FP: The number of non-forged pixels detected as 
forged pixels.  

 FN: The number of forged pixels are detected as non-
forged. 

From TP, TN, FP, FN we can compute the efficiency 

parameters such as accuracy, precision and recall. 

)(
)( = (A)Accuracy 

FNFPTNTP
TNTP




×100 (1) 

100
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 (P)Precision 



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 (2) 

)(
 = (R) Recall

FNTP
TP


×100 (3) 

We are expecting 100% accuracy, precision and recall from 
an efficient algorithm.   

A few images from copy-move image forgery dataset is given 
in Fig. . 

  
(a) (b) 

  
(c) (d) 

  
(e) (f) 

  
(g) (h) 

Fig. 8. Sample forged image and binary mask 
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VI. COCNLUSION 

This paper reviews the basics of digital image forgery and 
various types of image forgeries are that are very common. 
The types of image forgeries are detailed in this paper with 
proper examples. Various approaches for forgery detection is 
discussed in this paper. A few common challenges in the 
existing schemes are also briefed so that the researchers can 
do further research in the areas discussed here. We have 
mainly discussed copy-move forgery detection in this paper 
and we have discussed the basic efficiency parameters that are 
used to evaluate a copy-move forgery detection scheme. The 
well-known copy-move forgery dataset is also introduced here 
which can be used while designing new copy-move forgery 
detection schemes. 
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