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Abstract

Now a day’s internet is a part of our life. The access of Internet is
increasing day by day so; we also have to focus on that what have to be
access on our network. In this Paper we will analyze the
implementation of access control list in ASA firewall and analyze that
whether it is fully capable of restricting the attacks or not. For ensuring
high security on our networks we have to ensure that the unwanted
data should not enter our network and the restricted data/policy should
be monitor easily, for this monitoring we have proposed ACL Viewer
through which we can easily monitor the rules and policies
implemented by network administrator.
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1. Introduction

The importance of Network Security has increased with the growth of internet
[6].Internet systems and components are apt to security risks (See example [7]).These
security risk tends to harmful effect on our useful information. A current challenge is
to invent and study appropriate theoretical models of limiting the untrusted sites from
emerging networks. One of the methods is ACL. ACL is a conceptual view in
computer security system and it is used to implement the privilege separation [8]. To
supervise the incoming and outgoing traffic in networking, we used Access Control
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List and they are similar to firewalls [8]. It is an sorted sequence of rules and each rule
towards permit or deny any packet that it matches. [11]

In this we analyze the security rules and policies deployed to identify and correct
some policy anomalies [9]. Cisco provides Adaptive Security Appliance (ASA)
firewall which is capable to use in packet filtering, packet inspection against the
attacks like Access Attacks, Reconnaissance Attacks, and Denial of Service (DoS)[1,2]
attacks. Thus, any traffic that is not permitted from the untrusted to trusted interface
will be denied [10].

In this paper we will analyze the implementation of ACL in ASA firewall to
provide security using policies and rules. For monitoring this, we proposed the ACL
viewer tool that shows all policies to overcome the problem of network administration.

2. Background

First we will concentrate on the Cisco routers which implement ACLthat filter inbound
and outbound traffic [10, 14]. The router examines each packet to determine whether
to forward or drop the packet, on the basis of the criteria you specified within the
access lists (see Fig. 2.1).Developer ofCisco develops the Cisco works tool that is used
to enhance the performance of networking. ACL Manager helps you manage Access
Control Lists (ACLSs) on Cisco routers [15]. It presents a user-friendly graphical user
interface that allows you to concentrate on the security of your network without having
to learn the complex syntax of ACLs [14, 15].

Incoming Packets

Outgoing Packets

Fig. 2.1: Access list ingress/egress.

Cisco provides several types of ACLs on its hardware. Standard ACL.: It filter the
only the source addressExtended ACL: It filter source and destination address [5, 14,
15]. Standard IP ACLs are numbered 1 through 99, while extended ACLs are
numbered 100 through 199. The format and syntax of standard and extended ACL are
different. However our focus and our work will be on extended ACL in Cisco routers.
Therefore our design will be based on extended ACL [14, 15].
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2.1 How ASA firewall implements ACL

The best place to block unwanted IP traffic is at the network perimeter. This is done
with firewalls or routers by implementing large access control lists (ACLS)[15].The
Fig. 3.1 shows proposed implementation of ACL in ASA firewall and URL filtering is
feature of ASA that will work filter the URL[15]

URLFiltering Server

Fig. 3.1: ASA implement Access Control List.

This Fig. works as when End user request for http page to web server then its
request reach on ASA before web server as well as URL filtering. URL filtering is
powerful feature of ASA firewall. When URL filtering received the request and checks
its database for taking decision on request as describe in policies. URL filtering send
look-up response to ASA firewall .Then ASA firewall performs action on receiving
Look-up responses either request denied or allowed depending upon the policies define
on URL filtering. In this manner we can implement ASA for the purpose of controlling
the access list [15].

2.1.2URL filtering

URL Filtering Server is main feature of ASA firewall. It can be used as Access Control
by defining policies in configuration of URL Filtering Server. It has some advantage:-
By URL Filtering, we can communicate with our desired host directly.

Time of data transferring will decrease due to fix URL.

It works only on outbound traffic.

It filters URL as well as domain name specified in URL and words.

It reduces network traffic.

It ensures that load of other traffic is not affected [15].

3. Proposed Work

3.1 Analysis of Tool design

In the contrast of some big organization like we take example of University. There are
various challenges for administrator and the management that what kind of traffic
should be access to students and to faculties. So it is necessary for admin, Head of the
department to monitor the access list frequently. Which is not possible for all the
departments as admin is not access to everyone? So, taking this problem into account
we have proposed an ACL viewer which works on client machine and they can view
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the policies and rules implemented on the ASA firewall or on any server
administration in the network. According to the problem we proposed ACL Viewer
tool .This tool will do the following things:

3.1.1 Show all the permissions assigned to a Trustee

Whenever we want to see all the trusted sites that describe in policies of URL filtering
then it is very easy to see using ACL Viewer Tool. It shows not only the trusted sites
as well as all the policies or rules in URL filtering on the client side.

3.1.2 Show inheritance information

As we describe above that URL filtering filter the domain and words. For Example: if
want to filter www.facebook.com/friends only. Then it shows the all information with
sub domain to domain.

3.1.3 Resolve all the object-guides - property, property-set and object types
It shows all the object property, property set related to HTTP page that will be granted
for permission.

This tool work works on client side that is connected to server through LAN and
ASA firewall implement on Server as shown in Fig. 3.1 .We can used window server
2000 or any other Server to implement it.

4. Conclusion and Future Work

In this paper we have analyze the problem faced by the university management related
to restricting unwanted traffic. How the policies and rules can be monitored the
individual head, so that they can suggest the administrator that what kind of traffic they
want to have. For this we have proposed the ACL viewer which works on client end. It
will be very effective in case of getting information related to server and firewall. Our,
next step will be to develop ACL Viewer and implement it on the network.
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