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ABSTRACT 
 

Steganography refers to the technique of hiding secret messages into media 
such as text, audio, image and video without any suspicion, while steganalysis 
is the art and science of detection of the presence of steganography. 
Steganography can be used for the benefit of the mankind to serve us as well 
as by terrorists and criminals for malicious purposes. Both steganography and 
steganalysis have received a lot of attention from law enforcement and media. 
Newer and more sophisticated steganographic techniques for embedding 
secret message will require more powerful steganalysis methods for detection. 
In this paper, an adaptive steganographic technique, which embeds secret 
message bits in the edges of the image is proposed. The proposed technique 
has ability to release more edge regions by decreasing pre-defined threshold 
and some powerful steganalytic techniques fail to detect the hidden message.  
 
Keywords – Steganography; RS technique; Gradient Energy; Histogram 
Difference; Edge. 

 
 
1. INTRODUCTION 
Steganography refers to the technique of embedding secret messages inside different 
cover media such as text, audio, image and video without any suspicion. It can be 
used in many areas. It can be used for the benefit of the mankind to serve us as well as 
by terrorists and criminals for malicious purposes. The main purpose of 
steganography is to transmit hidden message embedded in a cover medium in a stealth 
way that an unauthorized person cannot believe the very presence of the embedded 
message. Digital image and video contain high degree of redundancy in 
representation, thus appealing for data hiding. Steganography finds applications in 
copyright control of materials, enhancing robustness of image search engines and 
smart IDs, where individuals’ details are embedded in their photographs, video-audio 
synchronization, companies’ safe circulation of secret data, TV broadcasting, TCP/IP 
packets and checksum embedding [R. Liu et al., March 2002, W. Bender et al., 2000, 
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J. Fridrich et al., October-November 2001]. It also finds application in medical 
imaging systems, where a separation is considered between patients’ image data or 
DNA sequences and their captions, e.g., physician, patient’s name, address and other 
particulars. Cyber-crime is believed to benefit from steganography [N.F. Johnson et 
al., 1998] as reported in USA TODAY. Examples are found for hiding data in music 
files [C. Hosmer, 2000], and even in a simpler form such as in HyperText Markup 
Language (HTML), executable files and Extensible Markup Language (XML) [J.C. 
Hermandez-Castro et al., 2006]. 
 The art and science of detection of the existence of embedded message is called 
steganalysis. In addition to detection of embedded message, the main goal of 
steganalysis are to estimate the length of embedded message, to estimate the locations 
of hidden data in the stego data, to estimate the stego key used by embedding 
algorithm, to extract the hidden message etc. Steganalysis finds its uses in cyber 
forensics, cyber warfare, tracking of criminal activities over the Internet and gathering 
evidence for investigations in case of anti-social elements [N.F. Johnson et al., 1998, 
H. Wang et al., October 2004, A. Nissar et al., 2010, W. Bender et al., 2000, S. Miaou 
et al., 2000, U.C. Nirinjan et al., 1998, Y. Li et al., 2007]. Steganalysis also finds uses 
in law enforcement and anti-social significance steganalysis for peaceful applications 
and consequently improving the security of steganographic tools by evaluating and 
identifying their weakness. The battle between steganography and steganalysis is 
never ending. Newer and more sophisticated steganographic techniques for 
embedding secret message will require more powerful steganalysis methods for 
detection. 
 Past decade has been growing interest in researches on image steganography and 
steganalysis. Existing techniques form a very small part of a very big system that calls 
for exciting and challenging research for the years to come [R. J. Andersonet al., 
1998, H. Wang et al., 2004, N. Provos et al., 2003]. This paper proposes a new 
steganalytic algorithm for LSB image steganography using noncausal linear predictor. 
 The paper is organized as follows. In Section 2, adaptive steganography is given. 
Section 3 proposes the new steganaltic algorithm, followed experimental results in 
Section 4 and conclusions in Section 5.Lastly Section 6 provides the references. 
 
 
2. ADAPTIVE STEGANOGRAPHY 
Spatial steganography, directly change some bits in the image pixel values while 
hiding data. Least significance bit (LSB)-based steganography is one of the simplest 
techniques that hides a secret message in the LSBs of pixel values without introducing 
many perceptible distortions [N.F. Johnson et al., 1998]. To our human eye, changes 
in the value of the LSB are imperceptible, thus making it an ideal place for hiding 
information without any perceptual change in the cover object. Embedding of 
message bits can be done either sequentially or randomly. New algorithms have been 
emerging in transform domains due to weak resistance in spatial domain, fast 
development in computing devices and need for better security system. There are 
many versions of transform steganography. Some popular transform domains are 
discrete cosine transform (DCT), discrete wavelet transform (DWT) and singular 
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value decomposition (SVD) respectively. JPEG is based on DCT in lossy 
compression and it is the most common format of images produced by digital 
cameras, scanners and other photographic capture devices. 
 Some important requirements of a good steganographic scheme are undetectable, 
robustness against attacks, embedding capacity and imperceptibility. Adaptive 
steganography is a special case of the two former techniques and it tries to fulfill at 
least some or all requirements of a good steganographic scheme. 
 Manglem et al propose a steganographic technique which embeds message bits in 
edges of the image, which is found by using Roberts edge detector on every 2× 2 non-
overlapping block within the cover images [K.S. Manglem et al., 2007]. Some 
steganalysis tools such as energy gradient steganalysis fail to detect the embedded 
message in the stego-image. 
 PVD-based steganographic scheme is another edge adaptive scheme, in which the 
number of embedded bits is determined by the difference between a pixel and its 
neighbors [X. Zhang et al., 2004, C.H. Yang et al., 2008]. Larger the difference, the 
larger the number of message bits that can be embedded. 
 LSB matching revisited (LSBMR) is another edge adaptive steganography 
technique, which can release more edge regions for embedding message bits. It can 
resist some of the steganalytic tools.  
 The model-based method (MB) generates a stego-image based on a given 
distribution model, using a generalized Cauchy distribution, which results in 
minimum distortion. This algorithm can be broken by the first-order difference [R. 
Bohme et al., 2004]. 
 Chang et al propose an adaptive technique applied to LSB steganographic 
technique [C.C. Chang et al., 2004]. Their technique exploits the correlation between 
neighboring pixels to estimate the degree of smoothness. 
 Raja et al choose to use wavelet transforms that map integers to integers instead of 
using the conventional wavelet transforms, so as to overcome the difficulty of floating 
point conversion that occurs after embedding [K.B. Raja et al., 2008]. Their method 
embeds the message bits in non-overlapping 4×4 blocks of low frequency, where two 
pixels at a time are chosen, one on either side of the principal axis. 
 Wu and Shih propose a genetic algorithm (GA) based technique that generates a 
stego-image to break the detection system by artificially counterfeiting statistical 
features [Y.T. Wu et al., 2006]. 
 Kong et al propose a content based steganography scheme based on segmenting 
homogeneous image areas using a watershed method and fuzzy C-means (FCM) [J. 
Kong et al., 2009]. Four LSBs of each cover image is used to embed secret message 
bits in the region where entropy is high and two LSBs in low entropy region. 
 Rakesh et al propose a keyless random steganographic technique that induces 
enhanced security by incorporating counting out embedding [R. Rakesh et al., 2011]. 
Their method uses message bits embedded in the current pixel, which acts as a key for 
the next pixel to which data is to be embedded.  
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3. PROPOSED TECHNIQUE 
The simplest way to hide data on an image is to replace the least significant bits 
(LSB) of each pixel sequentially in the scan lines across the image in raw image 
format with the binary data. The portion, where the secret message is hidden is 
degraded while the rest remain untouched. An attacker can easily recover the hidden 
message by repeating the process. To add better security, the message may be 
distributed randomly. This approach may raise suspicion that the image contains the 
secret message, because the resulting stego-image appears as speckles at the point of 
message embedding. A better approach is to hide the message in the regions that are 
least like their neighboring pixels. Such regions contain edges, corners, thin lines, 
ends of lines, textures etc. with fast varying pixel values. Majority of images contain 
edges dominantly. An attacker has less suspicion the present of message bits in edges, 
because pixels in edges appear to be either much brighter or dimmer than their 
neighbors. Edges from the image can be detected easily by applying the appropriate 
edge detection filter and many such standard filters are available. For a window of 
size 22 Roberts cross-gradient operator [R. C. Gonzalez et al., 2000] as shown in 
Fig. 1 has the following form:  
ܦ = |௫ܩ| +  ௬|  (1)ܩ|
 where ܩ௫ = ଷݔ − ௬ܩ,ଶݔ = ଵݔ −  ସ, named as cover bytes areݔ ଷ andݔ,ଶݔ,ଵݔ ସ andݔ
the pixels in the window of size 2 × 2, scanning from the top left to the bottom right 
of the image.  

 

 
 

Figure 1. Window of size 22 for Roberts edge detection. 
 

 A pixel in the window is detected as an edge point if ܦ is bigger than than a pre-
defined threshold. For color images, edges should be detected channel-wise. A pixel 
that is detected as an edge pixel before embedding message bit should be detected as 
an edge pixel after embedding the message bit and vice versa. The proposed algorithm 
named as edge steganography (ES) uses LSB embedding algorithm in the edges 
randomly distributed across the image, depending on the values of ܩ,ܦ௫  ௬, coverܩ,
bytes ݔଵ, ݔଶ,ݔଷ,ݔସ and secret message bit ܤ. The new value of the cover byte after 
LSB embedding is given by 
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ଵݔ  =

⎩
⎪
⎨

⎪
⎧
ଵݔ + 1, if ܦ ≥ ௫ܩ&ߠ ≥ ଵ%2ݔ&0 = ܤ&0 = 1
ଵݔ − 1, if ܦ ≥ ௫ܩ&ߠ < ଵ%2ݔ&0 = ܤ&0 = 1
ଵݔ + 1, if ܦ ≥ ௫ܩ&ߠ ≥ ଵ%2ݔ&0 = ܤ&1 = 0
ଵݔ − 1, if ܦ ≥ ௫ܩ&ߠ < ଵ%2ݔ&0 = ܤ&1 = 0

,ଵݔ Otherwise  

 (2) 

  
where ݔଵ is the cover byte and ߠ is a pre-defined threshold. The same equation is used 
to embed the message bit in ݔଷ replacing ݔଵ by ݔଷ and ܩ௫ by ܩ௬. The following 
equation is used to embed the message bits to the cover bytes ݔଶ and ݔସ.  

ଶݔ  =

⎩
⎪
⎨

⎪
⎧
ଶݔ − 1, if ܦ ≥ ௬ܩ&ߠ ≥ ଶ%2ݔ&0 = ܤ&0 = 1
ଶݔ + 1, if ܦ ≥ ௬ܩ&ߠ < ଶ%2ݔ&0 = ܤ&0 = 1
ଶݔ − 1, if ܦ ≥ ௬ܩ&ߠ ≥ ଶ%2ݔ&0 = ܤ&1 = 0
ଶݔ + 1, if ܦ ≥ ௬ܩ&ߠ < ଶ%2ݔ&0 = ܤ&1 = 0

,ଶݔ Otherwise  

 (3) 

 
 Truth tables of Eqs. (2) and (3) are shown in Table 1. The value of ܦ remains 
same for non-edge pixels before embedding and after embedding, but it may increase 
for edge pixels after embedding the message bit. This is done by either increasing or 
decreasing the pixel values of edge regions, which ensures to retrieve the message bits 
correctly from the image at the time of extraction.  
 Pre-processing is done first before message bits are embedded in the image. The 
scheme initializes the pre-defined threshold ߠ, finds the edge regions and checks 
whether these regions are sufficient to embed the secret message bits. Message bits 
are embedded if the edge regions are large enough to hold the message bits, otherwise 
the value of pre-defined threshold is decreased to release more edge regions.  

 
Table 1. Truth table of Equations 2 and 3 

 
 For pixels ݔଵ and ݔଷ  For pixels ݔଶ and ݔସ 

Rule ܩ ܦ௫ ݔଵ%2 ܤ Output 
 ଵݔ

 Output ܤ ଶ%2ݔ ௬ܩ ܦ
 ଶݔ

ܦ 1 ≥ ௫ܩ ߠ ≥ ଵݔ 1 0 0 + ܦ 1 ≥ ௬ܩ ߠ ≥ ଶݔ 1 0 0 − 1 
ܦ 2 ≥ ௫ܩ ߠ < ଵݔ 1 0 0 − ܦ 1 ≥ ௬ܩ ߠ < ଶݔ 1 0 0 + 1 
ܦ 3 ≥ ௫ܩ ߠ ≥ ଵݔ 0 1 0 + ܦ 1 ≥ ௬ܩ ߠ ≥ ଶݔ 0 1 0 − 1 
ܦ 4 ≥ ௫ܩ ߠ < ଵݔ 0 1 0 − ܦ 1 ≥ ௬ܩ ߠ < ଶݔ 0 1 0 + 1 

 
 For better security, random edge location is selected to embed message bit by 
using Arnold cat map [61], which is given below. 

 ൤ ௜ܺାଵ

௜ܻାଵ
൨ = ቂ1 ܽ

ܾ ܾܽ + 1ቃ ൤
௜ܺ

௜ܻ
൨mod ܰ  (4) 

 
where ( ௜ܺାଵ, ௜ܻାଵ) is the transformed pixel location of the location ( ௜ܺ, ௜ܻ), of the 
image of size (ܰ × ܰ), ܽ and ܾ are two control parameters, ௜ܺ , ௜ܻ, ܽ, ܾ ∈  .ାܫ
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4. EXPERIMENTAL RESULTS 
Different color images of such as Lena, Pepper, Kodak, Tiffany, House, Splash, 
Tulips, Terrain, Airplane and Boat respectively of 512 × 512 size were used in 
experimentation. Representative of all images are shown in Figure 2.The proposed 
algorithm ES shows the ineffectiveness some powerful steganalytic algorithms such 
RS [J. Fridrich et al., 2002], Gradient Energy (GE) [l. Zhi et al., 2003] and Histogram 
Difference (HD) [T. Zhang et al., 2003] to extract the hidden message from stego-
images. 

 

 
 

Figure 2. (a) Lena, (b) Pepper, (c) Kodak, (d) Tiffany, (e) House, (f) Splash, (g) 
Tulips, (h) Terrain, (i) Airplane and (j) Boat. 
 

Table 2. Results of RS algorithm on different images - % Extraction 
 

RS Algorithm 
% Embedding Lena Pepper Kodak Tiffany House Splash Tulips Terrain Airplane Boat 

0 -0.02 -0.56 -0.80 -0.33 -0.19 0.39 -0.00 -2.50 1.52 2.34 
10 9.91 10.75 12.11 10.82 10.72 10.51 11.68 12.47 9.08 13.72 
20 21.99 19.63 18.33 18.15 19.72 19.35 19.49 19.01 18.49 21.60 
30 27.28 29.70 31.07 29.86 30.02 28.23 28.99 30.85 29.73 31.30 
40 39.32 40.78 39.36 40.59 39.32 41.31 38.23 37.65 41.12 40.62 
50 51.04 49.69 49.93 50.21 50.39 50.19 51.58 48.05 50.02 49.50 

 
Table 3. Results of GE algorithm on different images - % Extraction 

 
GE Algorithm 

% Embedding Lena Pepper Kodak Tiffany House Splash Tulips Terrain Airplane Boat 
0 0.96 -0.35 1.28 -1.99 2.27 -0.92 3.71 21.94 -0.51 2.56 

10 9.23 9.94 6.75 8.93 10.88 9.60 13.32 21.23 8.57 6.25 
20 19.21 18.93 16.30 19.51 17.12 19.49 18.87 21.58 20.62 21.21 
30 26.79 26.75 25.15 25.07 24.88 27.98 27.48 19.99 28.41 28.43 
40 35.12 39.81 31.14 40.82 38.16 38.63 37.79 19.87 39.42 46.02 
50 48.11 49.34 46.48 46.23 50.80 47.97 45.29 20.95 47.03 41.99 
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Table 4. Results of HD algorithm on different images - % Extraction 
 

HD Algorithm 
% Embedding Lena Pepper Kodak Tiffany House Splash Tulips Terrain Airplane Boat 

0 -0.96 -2.38 -4.82 -5.93 2.80 --3.69 0.15 -3.71 -2.39 -4.37 
10 10.27 11.00 13.18 16.41 11.71 9.68 7.72 11.86 10.99 12.54 
20 22.25 23.09 26.20 28.31 21.68 24.82 21.47 25.22 21.49 25.33 
30 29.74 30.55 33.21 33.01 29.55 30.98 32.49 31.37 31.04 32.31 
40 37.98 39.37 38.52 36.87 38.26 40.67 40.45 38.41 40.01 39.13 
50 50.70 48.35 43.68 41.30 45.98 47.53 47.69 46.83 48.84 45.05 

 
Table 5. Results of RS algorithm on different images - % Extraction 

 
RS Algorithm 

% Embedding Lena Pepper Kodak Tiffany House Splash Tulips Terrain Airplane Boat 
0 -0.02 -0.56 -0.80 -0.33 -0.19 0.39 -0.00 -2.50 1.52 2.34 

10 1.03 -3.11 -17.94 -0.36 0.59 0.13 -0.66 -1.81 1.96 1.57 
20 1.50 -2.82 -17.03 1.29 0.28 0.39 0.46 -1.37 2.16 1.64 
30 2.60 -3.03 -16.38 2.26 -0.24 0.17 1.69 -1.62 2.99 1.55 
40 2.44 -2.88 -15.68 2.50 -0.36 1.01 2.18 -1.42 3.26 1.67 
50 2.35 -1.60 -14.94 2.44 0.09 1.66 2.98 -0.89 4.09 1.53 

 
Table 6. Results of GE algorithm on different images - % Extraction 

 
GE Algorithm 

% Embedding Lena Pepper Kodak Tiffany House Splash Tulips Terrain Airplane Boat 
0 0.96 0.35 0.35 -1.99 2.27 -0.92 3.71 21.94 -0.51 2.56 

10 0.69 -8.52 -8.52 -55.42 -18.69 -35.36 -0.95 20.17 -23.78 -35.94 
20 1.85 -9.14 -9.14 -47.89 -17.71 -34.73 -0.92 18.16 -21.85 -35.72 
30 3.10 -10.65 -10.65 -37.35 -14.57 -33.23 -0.15 17.33 -20.39 -33.83 
40 5.05 -12.55 -12.55 -28.85 -15.62 -31.61 0.36 15.79 -20.21 -29.58 
50 5.93 -13.49 -13.49 -21.49 -14.45 -30.52 0.30 13.93 -15.66 -33.93 

 
Table 7. Results of HD algorithm on different images - % Extraction 

 
HD Algorithm 

% Embedding Lena Pepper Kodak Tiffany House Splash Tulips Terrain Airplane Boat 
0 -0.96 -2.38 -4.82 -5.93 2.80 --3.69 0.15 -3.71 -2.39 -4.37 

10 -0.80 -1.96 -4.64 -6.01 2.20 -3.52 -15.09 -5.77 2.16 -4.70 
20 -0.59 -1.87 -5.10 -5.95 2.74 -3.69 -14.68 -8.28 -2.75 -4.51 
30 0.43 -1.82 -5.56 -5.86 2.23 -3.69 -16.53 -11.98 -2.4 -4.96 
40 0.02 -1.72 -6.02 -5.83 1.44 -3.87 -16.75 -15.08 -1.9 -5.32 
50 0.12 -1.62 -6.48 -5.77 1.67 -4.22 -16.17 -18.46 -1.90 -5.50 
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 Tables 2, 3 and 4 show the effectiveness of popular steganalytic algorithms such 
as RS, GE and HD in extracting hidden message from different stego-images 
embedded with 10% to 50% in LSB regions of images by using LSB embedding 
technique. The results show that these steganalytic techniques could extract the 
hidden message, and among them RS technique could extract with less error in 
extraction.  
 Tables 5, 6 and 7 show the ineffectiveness of these steganalytic techniques from 
the different stego-images embedded with 10% to 50% in edge regions of images by 
using the proposed techniques. The results show that these steganalytic techniques 
could not extract the hidden message from the stego-images.  

 

 
 

Figure 3. Extraction of hidden message from Lena and Airplane images 
 
 

 Fig. 3 is the graphical plot that shows the inability of RS, GE and HD techniques 
in extraction of hidden message from stego-images of Lena and Airplane images. It 
clearly shows that these popular LSB steganalytic techniques, though are powerful to 
extract hidden message bits accurately from stego-images embedded message bits in 
LSB positions of images, fail to extract the hidden message bits from the edge regions 
of stego-images. 
 
 
5. CONCLUSIONS 
The paper proposes a steganographic algorithm, which embeds message bits in the 
edge pixels of the image that are detected as edge regions by edge detector. It finds 
impossible for some popular LSB steganalytic algorithms such as RS, GE and HD to 
detect the presence of message bits in the edge regions. The proposed algorithm has 
ability to release more edge regions to increase the capacity of embedding algorithm 
by decreasing the pre-defined threshold.  
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